O N N O

10
11
12
13
14
15
16
17

18

20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

IEEE TRANSACTIONS ON PARALLEL AND DISTRIBUTED SYSTEMS

Dynamic Undervolting to Improve Energy
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Abstract—Chip manufacturers introduce redundancy at various levels of CPU design to guarantee correct operation, even for worst-case
combinations of non-idealities in process variation and system operating conditions. This redundancy is implemented partly in the form of
voltage margins. However, for a wide range of real-world execution scenarios these margins are excessive and merely translate to
increased power consumption, hindering the effort towards higher energy efficiency in both HPC and general purpose computing. Our study
on the x86-64 Haswell and Skylake multicore microarchitectures reveals wide voltage margins, which vary across different
microarchitectures, different chip parts of the same microarchitecture, and across different workloads. We find that it is necessary to
quantify voltage margins using multi-threaded and multi-instance workloads, as characterization with single-threaded and single-instance
workloads that do not stress the CPU to its full capacity typically identifies overly optimistic margins that lead to errors when applied in
realistic program execution scenarios. In addition, we introduce, deploy and evaluate a run-time governor that dynamically reduces the
supply voltage of modern multicore x86-64 CPUs. Our governor employs a model that takes as input a set of performance metrics which are
directly measurable via performance monitoring counters and have high predictive value for the minimum tolerable supply voltage (V},.;), to
predict and apply the appropriate reduction for the workload at hand. Compared with the conventional DVFS governor, our approach
achieves up to 42 percent energy savings for the Skylake family and 34 percent for the Haswell family for complex, real-world applications.

Index Terms—Energy efficiency, undervolting, low-energy and low-power technologies measurement, modeling

1 INTRODUCTION

GGRESSIVE CMOS technology scaling into lower nanome-

ter geometries has led to variability of transistor character-
istics, resulting into increased failure rates in modern CPUs.
Traditionally, techniques for dealing with transistor variability
involve extra provisioning in logic and memory circuits, in the
form of increased voltage margins, reduced operating frequen-
cies and error correction circuitry. Such voltage margins are
specified at design time by taking into account the implemen-
tation technology, power budget, worst case timing paths,
operating conditions and fabrication process variations.

One of the major concerns when building the new genera-
tion of High Performance Computing (HPC) systems and
overcoming the exascale barrier, is power consumption. HPC
systems and datacenters typically have a power consumption
envelope in the order of MWatts. Voltage margins lead to sig-
nificant power overheads, which is in conflict with the chal-
lenges of limiting power dissipation. The average power cost
of these margins can be in the order of 35 percent [1], yet most
of the time these margins are excessive and translate to

e Panos Koutsovasilis, Christos D. Antonopoulos, Nikolaos Bellas, and
Spyros Lalis are with the Department of Electrical and Computer Engi-
neering, University of Thessaly, Volos 38446, Greece.

E-mail: {pkoutsovasilis, cda, nbellas}@uth.gr, lalis@inf.uth.gr.

o Konstantinos Parasyris was with the University of Thessaly. He is now
with Center for Applied Scientific Computing, Lawrence Livermore National
Laboratory. E-mail: parasyris1@lInl.gov.

Manuscript received 2 Aug. 2018; revised 8 May 2020; accepted 11 June 2020.
Date of publication 0 . 0000; date of current version 0 . 0000.

(Corresponding author: Panos Koutsovasilis.)

Recommended for acceptance by W. Feng.

Digital Object Identifier no. 10.1109/TPDS.2020.3004383

4

unnecessary power overhead, as the worst-case combinations
that were considered at design time may appear only rarely
or even not at all during the life cycle of a given processor. Pro-
viding an end-to-end approach that effectively reduces these
margins, could have a significant impact on such systems, as
the resulting energy gains would enable the utilization of
extra resources in order to support additional parallelism and
increased computational capacity.

A critical challenge though, is to reduce the margins as
much as possible yet without compromising the reliability
of the system. To this end, we have designed, developed,
deployed and evaluated a run-time Extended Dynamic
Voltage Scaling (xDVS) governor for off-the-self systems,
which dynamically and adaptively eliminates voltage mar-
gins by applying a reduced, yet safe CPU supply voltage to
lower power and energy consumption. The xDVS governor
monitors the utilization of CPU resources and uses a predic-
tion model to estimate and apply a new safe supply voltage
to the CPU. To train the prediction model we perform an
offline characterization of voltage margins on Haswell i7-
4790 and Skylake Xeon E3-1220 v5 processors, using a
diverse set of benchmarks which stress different compo-
nents of the CPU microarchitecture.

The main contributions and outcomes of our work are:

i. We characterize the voltage margins of the x86-64
Skylake and Haswell processors for both single- and
multi- instance/threaded benchmarks. To the best of
our knowledge, we are the first to evaluate the volt-
age margins of a 14nm (Skylake) processor and also
the first to evaluate the V,,;, of x86 multi-core CPUs
using multi-instance/threaded benchmarks. Our
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offline characterization spans from common bench-
mark suites to stress tests and power viruses. We
show that it is critical to characterize voltage margins
using multi-instance/threaded workloads since in
82 percent (73 percent) of the cases, such characteriza-
tion in Haswell (Skylake) results into more conserva-
tive margins compared with characterization using
only the single-instance versions. We also find that
the voltage margins of the tested parts of Skylake and
the Haswell family reach up to 22 and 13 percent
respectively, of their nominal supply voltage.

ii. We develop a model that takes as input selected CPU
performance counters and core utilization, and esti-
mates the voltage margin of the workload on the spe-
cific CPU part for the base CPU frequency. This
estimation can be exploited to safely undervolt CPUs
in order to achieve lower power consumption and
higher energy efficiency.

iii. To the best of our knowledge we are the first to
implement and deploy an Extended Dynamic Volt-
age Scaling (xDVS) governor, which, guided by such
a model, dynamically adjusts the CPU supply volt-
age to levels below conservative nominal values.
Compared with the stock Intel (P-state) DVFS gover-
nor, our approach achieves energy savings up to 42
percent for Skylake and 34 percent for Haswell
CPUs with negligible overhead on performance.

iv.  We validate the robustness of xDVS with a set of
long-running experiments over 23 days without
experiencing a single failure. In addition, we show
that significant energy gains up to 26 percent can be
achieved, even when taking into account the cost of
checkpointing and recovery to address the increased
failure probability due to undervolting in large-scale
systems with hundreds of nodes.

The rest of the paper is organized as follows. Section 2 out-
lines the features of the CPUs used in our work. Section 3
presents the offline voltage margins characterization approach
and results. Section 4 discusses the V,,;, prediction model.
Section 5 focuses on the design and implementation of the
xDVS governor and Section 6 presents the experimental evalu-
ation. Section 7 discusses system reliability and fault-tolerance
aspects. Section 8 provides an overview of related work.
Finally, Section 9 concludes the paper.

2 BACKGROUND

In this section we explain how we adjust the supply voltage
of the Haswell and Skylake CPUs below nominal values.
We also briefly discuss their power saving modes, and out-
line their performance monitoring functionality.

Latest generations of Intel CPUs are powered through the
Fully Integrated Voltage Regulator (FIVR) [2] which selects the
optimal supply voltage V;; for CPU cores according to the fre-
quency of the CPU cores and the executing workload (Fig. 1). It
is possible for software to alter the supply voltage, as shown
in Equation 1, by writing an offset value into specific Model-
Specific Registers (MSRs). Extreme Tuning Utility (XTU) is an
Intel tool for Windows, which uses MSRs to perform user com-
manded undervolting. In this work we use Linux-based sys-
tems, so we implemented a similar functionality.
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Fig. 1. Overview of Intel FIVR.

Véd ~ Vdd - MSRoffset- (1)

Although there are separate MSRs for the core and uncore
components, we empirically observed that the supplied volt-
age changes only when both registers are set to the same
value. Thus, we operate the core and the uncore components
with the same voltage offset (MSR,s..). Note that FIVR does
not support an independent per-core adjustment of the offset,
therefore the offset applies to all CPU cores.

To save energy when idling, a CPU core can be put in a
low-power mode. There are several such modes, or so-called
C-states, which perform clock and power gating to different
units inside the core. C-states are numbered starting from C0,
the normal CPU operating state in which all CPU modules are
powered up and clocked. Higher power saving states result in
an increasing number of circuits and signals being power- or
clock-gated, putting the core into a deeper sleep state. The
deeper the core sleep state, the higher the performance and
energy penalty to revert back to CO.

Both CPU families have on-chip Performance Monitoring
Units (PMUs), used to quantify the interaction of applica-
tions with hardware. However, only up to 8 performance
counters per core can be monitored simultaneously.

3 OFFLINE QUANTIFICATION OF VOLTAGE
MARGINS

In this section, we quantify the minimum supply voltage Vi,
required to avoid silent data corruption (SDC) errors and
CPU/system crashes during application execution. We
use both single- and multi-instance/threaded benchmarks
included in the SPEC CPU2006 [3] and Parsec [4] benchmark
suites, the Linpack [5] benchmark, as well as a number of
stress tests (Prime95 [6], Firestarter [7], Stress-NG [8]). For
Stress-NG in particular, we include all 68 sub-tests that stress
the CPU. Each benchmark is executed in two modes: either
occupying a single core, or all cores of the target CPU. Single-
instance/threaded experiments are executed once per core,
with the running thread pinned on the respective core while
the rest of the cores are idle. To fully utilize the CPU, multi-
instance/threaded benchmarks are executed with a degree of
parallelism equal to the number of cores, whereas in the case
of single-instance benchmarks we achieve full utilization by
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TABLE 1
Characteristics of the Workstations

Parameters Skylake Workstation Haswell Workstation
CPU Xeon E3-1220 v5 Core i7-4790
Technology 14nm 22nm

# of Cores 4 4

CPU Base Freq. 3.00GHz 3.60GHz
Supply Voltage (Vyq) 1.15V 1.07V

CPU TDP 80 W 84 W

co-executing as many copies of the benchmark as the number
of cores. We refer to the combination of benchmark versions
and core mappings as configurations.

The Vi, for each benchmark configuration is determined
using a binary search algorithm, which looks for the maxi-
mum applicable MSR,f.: within a range [low, high]. Ini-
tially, low = OmV and high = 500mV. In the first step of the
search we set MSR, ., equal to the middle of this interval.
During execution we monitor the system for Machine Check
Exceptions (MCEs), application crashes, kernel panics etc.
When an experiment terminates, the output is compared
against the correct, “golden” output in order to detect any
SDCs. To account for potentially non-deterministic behav-
ior, we experiment with every configuration and MSR, st
combination 10 times. If all experiments complete success-
fully, the region [low, MSR, s is marked as safe, the low
bound is increased to low = MSR,fpse;, and MSR,fper is
adjusted accordingly. If problematic behavior is detected
during any experiment, the region [MSR,fsset, high] is
marked as unsafe, and the high bound is decreased to
high = MSR,fs;. The algorithm terminates when the inter-
val width becomes less than 5mV. No human intervention
is needed, since we reboot after a CPU crash using an exter-
nal hardware watchdog.

We perform the experimental analysis on six worksta-
tions, four featuring an Intel Skylake Xeon CPU called Sky-
lake 1 - 4, and two featuring an Intel Haswell i7 CPU, called
Haswell 1, Haswell 2. All workstations run Ubuntu 16.04LTS
with Linux Kernel version 4.10.0-38-generic. Table 1 out-
lines the characteristics of each workstation as well as the
nominal supply voltage for both architectures under maxi-
mum utilization.

Our experimental evaluation focuses on the base (max)
CPU frequency which can also provide ample opportunities
for harnessing available voltage margins (as shown later in
Fig. 4).

Fig. 2 illustrates the experimentally identified MSR,,tfset
for the four Skylake and two Haswell CPUs, running 34
benchmarks. Since the SPEC CPU2006 benchmarks are sin-
gle-instance, the respective margins for the fully utilized
CPUs are determined by executing simultaneously four
instances of the benchmark on each 4-core CPU. Voltage
margins span from 17 to 24 percent and from 9 to 13 percent
of the nominal V;,; for the Skylake and Haswell microarchi-
tectures. The difference between min and max voltage mar-
gin values (7 and 4 percent of nominal V;,; for Skylake and
Haswell, respectively) is the workload dependent margin.

Fig. 3a shows that in the large majority of the experiments,
multi-instance/threaded benchmark executions have nar-
rower margins than when running the benchmarks in a

single-threaded/instance configuration. This observation
emphasizes the importance of using both single- and multi-
instance/threaded programs to correctly assess V.

Moreover, unlike previous studies on ARMvS [9] and Ita-
nium [10] CPUs that revealed intermediate voltage regions
of unsafe operation where indications of erratic behavior
may be observed, for the architectures investigated in this
study the transition to unreliable operation when voltage
drops below V,,;,, is abrupt and always leads to crashes.
Even in the few cases where SDCs or MCE errors were
observed, these errors were accompanied by an immediate
system or application crash.

We also observe margin variations across different cores
of the same part (difference between margins of the stron-
gest and weakest core of each CPU). The V,,;, variation
when executing the same single-instance benchmarks with
different cores can reach up to 45mV and 32mV for Skylake
and Haswell, respectively. In Fig. 3b we present the percent-
age of times each core was ranked as the weakest in terms of
voltage margin when executing a single-instance bench-
mark. In contrast to the findings of the characterization of
ARMv8 and Itanium, the CPUs in this study do not exhibit
the pattern of a consistently weakest and a consistently
strongest core; in our case the strongest/weakest core varies
across chips and even on the same chip across benchmarks
(Fig. 3b).

Fig. 3c shows the cumulative distribution function (CDF)
of the average (across all configurations) failure probability
of each CPU, as a function of the applied MSR, ;. Note
that lower slope CDF curves indicate a broader range of
undervolting opportunities, depending on the characteris-
tics of the workload and the resource pressure exercised.
For example, Skylake 4 offers an MSR, s range between
196mV to 271mV in which different benchmark configura-
tions will run successfully. On the contrary, Haswell 2 has a
narrower dynamic range (105 to 145mV) exhibiting a step-
wise behavior. All four parts of the Skylake family have
similar margins, with Skylake 1 being able to operate at
lower Vy; values than the rest.

Moreover, we identified the voltage margins for a range
of operating frequencies, for both CPU architectures. Fig. 4
shows that for each frequency there is a workload-indepen-
dent (green part, static) and a workload-dependent (yellow
part, dynamic) voltage margin which allow CPU voltage
reduction without any crashes or SDCs. The static margin
corresponds to a voltage range where no applications fail.
The dynamic margin, in turn, corresponds to a voltage
range where some — yet not all — applications fail during the
characterization. The workload-dependent part of the mar-
gin increases (albeit slightly) at higher frequencies. Specifi-
cally, for Skylake 2 at 3.0GHz, the total margin is 268mV
(24.5 percent of the nominal supply voltage), out of which
62mV is attributed to the workload-dependent margin. On
the other hand, at 1.0GHz frequency, the margin is 199mV
(27.5 percent of the nominal voltage), but the workload-
dependent range is only 4mV (1.9 percent). Similarly, for the
Haswell 2 at 3.6GHz, the total margin is 145mV (14.4 percent of
the nominal supply voltage) and the workload-dependent mar-
gin is 52mV. At 1.0GHz frequency, voltage margin is 318mV
(39.7 percent of the nominal voltage), but the workload-
dependent range is only 10mV (3.1 percent).
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Fig. 4. Voltage margins for a range of CPU operating frequencies for
Skylake 2 and Haswell 2.

The Skylake family exhibits wider margins compared
with the Haswell family, by 103mV on average. Essentially,
CPUs are black boxes and the observed nominal settings and
voltage margins are a result of physical limitations (geome-
try), architectural limitations, designer decisions, targeted
market, etc. More specifically, as shown in Fig. 4, at 3.0GHz
frequency with nominal voltage settings, Skylake operates at
1078mV and Haswell at 960mV. As a result, the reduction of
voltage margins (MSR,¢f:) is lower for the Haswell CPU
but in terms of the lowest subnominal voltage, the differen-
ces are not that profound.

4 VOLTAGE MARGINS MODELING AND ESTIMATION

Microarchitectural events that disrupt the flow of pipeline
execution and influence pressure on CPU resources signifi-
cantly affect the minimum CPU supply voltage (V.in)
required for error-free execution [11]. As software dynami-
cally interacts with the underlying hardware, such events
appear at different intensities, therefore the effective V,,,;;,, may
vary during execution (dynamic voltage margins). This
presents opportunities for dynamic, workload-aware under-
volting at execution time.

This section introduces the methodology we used to build
amodel that predicts an operating voltage V;,, which is lower
than the nominal supply voltage V;;; but nevertheless safe, i.e.,
higher than V,,;, for the specific combination of workload
characteristics, execution configuration and CPU part. Fig. 5
illustrates the four steps of our approach: (1) We determine
the V,,;,, for different cores (and all cores together) of the target
CPU part for different workloads via offline characterization,
as discussed in the previous section; (2) We profile the same

Select core
utilization

Select core
utilization

Scheduler

Find Vmin for
app and core
utilization

Performance

Counters
NOYA
n ;b,m V

Results

Characterization of the CPU voltage
margins under different workloads

Profiling pressure on CPU
components under different
workloads

Fig. 5. Overview of our end-to-end approach.

Profiling
Results

workloads to quantify their interaction with the CPU using
online performance counters; (3) We combine V,,,;,, characteri-
zation and the profiling data to fit two models (based on Ran-
dom Forest Regression [12]) one for single-instance execution
and one for multi-instance/threaded execution that dynami-
cally predict a safe supply voltage V;; (4) and finally the mod-
els are used by a dynamic voltage scaling governor to
dynamically adjust the supply voltage based on the models’
predictions as well as the resource pressure of the CPU. Note
that this can be relatively time-consuming (in our case, the
characterization took two days) and thus may not be afford-
able during the CPU production stage. However, in HPC and
cloud environments it could be performed as part of the
deployment process, before a node actually becomes opera-
tional in the infrastructure.

4.1 Profiling
During profiling we use a set of performance metrics observ-
able through respective PMU counters to quantify the utiliza-
tion of and pressure to microarchitectural components. Intel
x86-64 PMUs can only track a limited number of performance
counters at the same time (in the CPU families we use in this
study, up to 8 per core). We consider 85 and 80 performance
metrics for Skylake and Haswell, respectively. We include all
the metrics used by Intel’s Top-down Microarchitecture Anal-
ysis Method (TMAM) [13], as well as additional metrics that
capture operational aspects of the system, such as the CPU
operating temperature, CPU power consumption and DRAM
power consumption. The systems, in the context of our work,
operate under typical data center conditions [14], at an ambi-
ent temperature of 21-23°C. Evaluating the effects of under-
volting for ambient temperatures that fall outside typical
data center conditions is beyond the scope of this work. Still,
during our experiments the CPU temperature varied between
27-64°C and 41-77°C for Skylake and Haswell, respectively.
To collect data for all respective metrics, we perform multi-
ple executions for each benchmark configuration, and in each
execution we record a subset of performance counters until all
metrics are covered. We sample the counters every 100 ms
using Linux Perf tools [15]. As we discuss later, we reduce the
number of metrics used for model training to a maximum of
8, so we can sample all corresponding performance counters
in a single execution at xDVS deployment time.

4.2 Model Type

Our goal is to estimate a safe MSR,s according to
the resource utilization and pressure quantified by the
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TABLE 2
Most Influential Performance Metrics for V,,,;,,,
as Ranked by the MI Algorithm
Skylake Haswell

UOPS_DISPATCHED.PORT_0:

IDQ.ALL_DSB_CYCLES_4_UOPS:

Uops dispatched for execution in port
0 (Port 0 is responsible for Int., FP,
vector ALU, mult, div and branch
operations).

Cycles in which Decode Stream Buffer
(DSB) is delivering 4 Uops.

UOPS_DISPATCHED.PORT 4

UOPS_EXECUTED.PORT _0:

Uops dispatched for execution in port
4 (Port 4 is responsible for Store
operations)

Uops dispatched for execution in port
0 (Port 0 is responsible for Int., FP,
vector ALU, mult, div and branch
operations).

UOPS_DISPATCHED.PORT_1:

UOPS_EXECUTED.PORT_1:

Uops dispatched for execution in port
1 (Port 1 is responsible for Int., FP and
vector ALU operations).

Uops dispatched for execution in port
1 (Port 1 is responsible for Int., FP and
vector ALU operations).

UOPS_DISPATCHED.PORT 5

UOPS_EXECUTED.PORT _5:

Uops dispatched for execution in port
5 (Port 5 is responsible for Int. and
vector ALU operations).

Uops dispatched for execution in port
5 (Port 5 is responsible for Int., vector
ALU operations).

UOPS_DISPATCHED.PORT_2

UOPS_EXECUTED.PORT_2:

Uops dispatched for execution in port
2 (Port 2 is responsible for Load
operations).

Uops dispatched for execution in port
2 (Port 2 is responsible for Load
operations).

EXE_ACTIVITY.PORTS

UOPS_EXECUTED.PORT_6

Cycles for which one uop began

Uops dispatched for execution in port

execution on any port, and the
Reservation Station was not empty.

UOPS_EXECUTED.THREAD

6 (Port 6 is responsible for Int., and
branch operations).

UOPS_EXECUTED.PORT_3

Number of Uops executed by this
hardware thread.

Uops dispatched for execution in port
3 (Port 3 is responsible for Load
operations.)

MEM_UOPS.ALL_STORES:

MEM_UOPS.ALL_STORES:

Number of store operations retired. Number of store operations retired.

performance metrics. The values obtained by offline charac-
terization do not always exhibit a simple, monotonic behavior
with respect to the obtained performance metrics. Conse-
quently, linear regression models do not adequately capture
the MSR, s of the applications. Instead, to predict MSR,, sfscs
as a combination of the aforementioned metrics, we employ a
machine learning ensemble technique, called Random Forest
Regression (RFR) [12]. A random forest is a collection of
regression decision trees, each used to independently predict
a value based on an input vector. The model predicts by aver-
aging over the predictions of all regression trees.

Due to the limitations of Intel PMU, at execution time we
are limited to concurrently measuring up to 8 PMU events per
core. In order for our model to be applicable in an online man-
ner, the number of performance metrics/features needs to be
reduced. This also avoids overfitting and decreases the run-
time overhead of the model. To reduce the number of perfor-
mance metrics, we rank their importance by estimating their
mutual information (MI) for the MSR, ¢, target variable. MI
is an algorithm commonly used for feature selection in
machine learning [16]. It ranks different features by assigning
weights so that the higher the weight the more important the
feature for modeling. The algorithm assigned the highest
importance to the metrics listed in Table 2 in decreasing order
of importance. Note that the highest-ranked metrics essentially
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Fig. 6. The number of dispatched uops in port 1 during the execution
time of an application.

characterize the instruction mix of the workload. The metrics
that capture operational aspects of the system, such as the
CPU operating temperature, CPU power consumption and
DRAM power consumption, are ranked significantly lower by
the MI-driven feature selection, than the ones listed in Table 2.

During the offline profiling phase, the performance metrics
are collected through multiple executions for the same configu-
ration of each experiment. After the MI ranking step, we repeat
the experiments so that the selected metrics (Table 2) are col-
lected during the same execution. These data are normalized to
take values between 0 and 1. As a normalizer, we use the sum
of all available slots during the sampling period, which is equal
to the number of pipeline slots (4 in our architecture) multiplied
by the number of clock cycles (the respective counter does not
fall into the limitation of 8 PMU events per core).

Finally, recall that MSR, s, besides being dependent on
the workload, also depends on the resilience of the specific
cores (inter-core variation) and degree of CPU utilization.
Moreover, in a realistic scenario, the operating system may,
independently of our mechanisms, modify the topology of
active cores via thread migration. Our model should provide
a safe setting irrespective of workload mapping to cores. To
capture these variations, we construct two models for each
CPU part. One model covers the case of single-core execution
(single-core model), and is trained using the MSR, s, of the
weakest core for each benchmark configuration. The other
model covers the case where multiple cores are occupied
(multi-core model), and is trained using the data of the bench-
mark configurations that use all cores of the CPU. So, in total,
we build 12 different models (6 CPU parts, each having 2
models for single- and multi-core CPU utilization).

4.3 Model Training

Most applications exhibit different execution phases in terms
of CPU resource pressure and performance characteristics.
For example, Fig. 6 shows the number of uops dispatched for
execution in port 1 for the first 30 secs of execution for two
applications with a single-phase (swaptions, hmmer) and one
application with multiple phases (facesim). However, our off-
line characterization determines the single worst-case V.,
across all execution phases of an application. This can nega-
tively affect the effectiveness of training our model as it will
overgeneralize, trying to correlate wildly varying perfor-
mance counter patterns with the same V,,,;y,.

To provision for such cases, we bias the training input set
to include mainly applications with few execution phases
such as hmmer and swaptions. We first rank the 34 benchmarks
according to the number of phases they exhibit, normalized to
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Fig. 7. MSR, s predictions by our model, at the granularity of 100msec,
versus the static MSR, ... of the characterization process. Each vertical
cluster of points corresponds to a single application.

their execution time. Phase change detection is performed by
monitoring large changes (more than 10 percent) on any of
the Level-1 performance metrics of TMAM [13]. The smaller
the number of phase changes, the higher the ranking of the
application. Then, we select the top 90 percent (most stable)
applications for training and validation. 90 percent of the
selected applications are used for training and 10 percent for
validation. The remaining 10 percent of applications (the ones
with the largest number of phase changes) serve as the testing
(evaluation) set. The validation set includes bodytrack, freg-
mine, gcc, and the testing set includes facesim, zeusmp, fluidani-
mate, stress_ng.

The training input set, which consists of samples (in
100ms sampling intervals) of the eight performance coun-
ters (Table 2) of the applications selected for training, is
used to train the Random Forest Regression (RFR) with the
goal of minimizing the Root Mean Square Error (RMSE)
between the predicted V}, and the V,,;,, determined via the
offline characterization. Typically, RFR is defined by a pre-
defined number of different simple estimators (the decision
trees) and by the maximum depth of each decision tree.
Using a large number of estimators and/or using deep trees
for the prediction can both incur high-performance penal-
ties, and result to overfitting. We detect overfitting by
cross-validating the models. In the end, the models that
minimized the RMSE for both the training and validation
set consist of only three estimators, with the maximum
depth of each estimator being equal to three. The average
RMSE is 7.01mV and 5.45mV for the Skylake and Haswell
families, respectively.

Over- or under-prediction is a common side-effect of
many modeling approaches. In our case, over-predicting
the MSR, s would result in reducing the supply voltage
below V},;,, leading to unreliable operation. Therefore, as a
last step, we introduce a small safety margin to the estimated
MSRyfqer value. The safety margin controls the aggres-
siveness of our methodology. Using very small values
would result to aggressive undervolting at the risk of
reduced reliability, whereas too large safety margins would
merely decrease the energy gains. For each individual
model, the safety margin is set equal to the RMSE between
the value that is predicted for the validation data, and the
MSR,¢f5e¢ value that was observed during the offline charac-
terization for the respective applications in the validation
set. Equation 2 provides the final offset that is applied on

V'dd ;- V'dd; ;> 5mV

Active Cores > 0

Active Cores == 0

i= current frame

Fig. 8. FSM diagram of the xDVS governor.

the MSR registers of the CPU (where X denotes the input
vector to the model).

ZVISR;ff;get()?) = MSR, 7o (X) = safetyMargin. (2)

Fig. 7 depicts MSR, s predictions by our model (blue
rectangles) at the granularity of 100msec, for the 7 applica-
tions in the validation and testing set, versus the static
MSR, s quantified by the offline characterization of each
entire application. Dynamic MSR, s, prediction at a fine
granularity enables, in many occasions, more aggressive
voltage reduction (blue rectangles over the diagonal black
line) compared with the MSR, ., identified for the entire
application. In other occasions the model is unnecessarily
conservative in its predictions (blue rectangles below the
diagonal black line), missing opportunities for deeper volt-
age reduction. The orange diamonds correspond to the
adjusted MSR,f..: predictions after applying the safety mar-
gin. The vertical distance between each blue and orange clus-
ter of markers corresponds to the voltage overhead of the
safety margin. In Section 6 (Fig. 10), we quantify the net effect
of dynamic MSR, s prediction (with the addition of the
safety margin), against the use of a static MSR, sy, which
would require a non-realistic characterization of all target
applications and combinations thereof. Also, in Section 7.2
we evaluate the robustness of system operation using our
model.

5 EXTENDED DYNAMIC VOLTAGE SCALING

The model introduced in the previous section can be used
online, to enable fine-grained undervolting at runtime,
according to the resource pressure quantified by perfor-
mance counters samples and the cores utilized by the current
workload. To this end, we have implemented an extended
dynamic voltage scaling governor (xDVS), which is invoked
periodically. Upon invocation it feeds the model with the
performance counter measurements collected during the
previous interval, and uses the suggested MSR, sy, to derive
aless-than-nominal but still safe supply voltage V.

The xDVS governor is implemented as a Finite State
Machine (FSM), depicted in Fig. 8. The V, selected for the
next interval depends on the prediction of the model, the
number of active cores and the current state of the governor.
Below we describe the states and the logic of xXDVS:

Back-Off. In this state, the measurements collected during
the previous interval are not considered as representative
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Fig. 9. MSR, s+ applied by xDVS on Skylake 2, for sudden transitions
between workloads with different margins.

for the workload during the next interval and, therefore, are
not valid input for the model. This is the case, for example,
when a core starts executing a new process/thread, or after
a long idle period that allowed the operating system to
place that core in a higher C-state (lower power mode). In
this state, xDVS does not invoke the model and applies the
nominal V.

Step-Up. This state provides a smooth transition between
the Back-Off and the Stable states. When in this state, the gov-
ernor invokes the model to perform predictions in a way sim-
ilar to the Stable state, but if the model suggests a large
reduction to the supply voltage, this is applied gradually, in
smaller steps of 5mV. This filters abrupt and potentially risky
—in terms of reliability, should the behavior of the workload
change again - voltage reductions. In the experimental evalu-
ation presented in Section 7.2, we confirmed that both the
step-up state and the safety margin (Section 4.3), lead to a
robust operation of xDVS and, consequently, achieve system
reliability.

Stable. The governor collects performance counter values
for each core and invokes the single-core or multi-core
model depending on whether only one or more cores are
currently active. Then, based on the suggested MSR, s,
the governor applies the new V.

The xDVS governor monitors which cores are active, by
observing the percentage of time the system was in the C0
state (CO residency) of each core. We consider a core as
active when CO0 residency goes above 70 percent, and a core
is classified as inactive when its C0 residency drops below
50 percent. We avoid thresholds close to 100 or 0 percent as
this would result to unnecessarily high transition sensitivity
(e.g., a core would be considered as active when merely
moving the mouse of a desktop).

When all cores are considered as inactive, the xDVS gov-
ernor enters/stays in the Back-Off state in order to provide a
setup time to new workloads. When there is at least one
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active core across two consecutive sampling intervals,
xDVS transitions to the Step-Up state. It remains in this state
until the supply voltage is gradually reduced to the level
suggested by the model, and once this level is reached the
governor enters the Stable state.

Whenever the model suggests a large increase to the sup-
ply voltage, the increase is implemented immediately (with-
out any stepping), irrespective of the state of xDVS as this is
considered an emergency and any delay could compromise
the reliability of the system. Also, increasing the supply
voltage does not introduce any risk if the workload sud-
denly changes; in the worst case, an energy saving opportu-
nity will be missed.

Fig. 9 illustrates the level of undervolting applied by
xDVS on Skylake 2 for an indicative scenario with two
abruptly alternating workloads with significantly different
margins, namely gromacs and h264ref. We execute four
instances of each of the applications to fully utilize the CPU.
As discussed in Section 3, the CPU supply voltage can be
reduced by 257mV and 198mV for gromacs and h264ref
respectively. In every transition from the workload with a
high tolerance (gromacs) to the workload with a lower toler-
ance (h264ref), the level of undervolting drops immediately
to increase the CPU supply voltage. In the reverse transi-
tions, the undervolting level gradually increases (CPU volt-
age decreases) until it reaches the level that is suggested by
the model.

6 EXPERIMENTAL EVALUATION

In this section we evaluate the ability of the xDVS governor
to dynamically identify voltage margins based on our pre-
diction model and drive the CPU to a more energy efficient
state. We quantify the resulting energy gains using the
benchmarks in the test set (stress_ng, zeusmp, fluidanimate,
facesim), which have not been used during model training
and validation and we compare the energy gains of xXDVS
against the Intel P-state DVFS governor.

In addition, we evaluate xDVS with 4 larger-scale applica-
tions, namely as Gem5 [17], a CPU miner [18], the compila-
tion of the Linux Kernel [19] and Polybench [20]. More
specifically, Gem5 simulates an ARM processor using the
system emulation mode. During the simulation we execute a
variety of simple micro kernels such as Integer and Floating
Point Matrix Multiplication, Sorting algorithms, and Combi-
natoric problem solving kernels. The CPU miner employs
five different hashing algorithms (Bitcore, Sha256d, Xevan,
Timetravel and Cryptonight [21]), all used to perform
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Fig. 10. The bars show the average dynamic MSR, ... applied by xDVS, for Skylake (left) and Haswell (right) workstations. The min-max bars repre-
sent the minimum and the maximum MSR,ss.: applied by xDVS. The gray diamond represents the MSR,ss.: as identified by offline characterization

at the granularity of the whole application.
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Fig. 12. The timeline showing the MSR,;..; applied by xDVS, while executing the large applications in full system utilization for Skylake (left) and

Haswell (right) workstations.

mining for different cryptocurrencies such as Litecoin and
Bitcoin. Finally we use multiple solvers and stencils included
in the Polybench suite such as Alternating Direction Implicit
(ADI), Jacobi, LU factorization, Gram-Schmidt process,
Gauss—Seidel. Each one of these 4 larger-scale applications is
executed for approximately 1 hour. Fig. 10 shows the average
MSR, s applied by xXDVS when applications are executed
on all cores, or on the weakest core. For the large-scale appli-
cations, in which there is no offline characterization, we pres-
ent the average dynamic MSR,fs: across all single core
executions.

The MSR, s applied by xDVS includes the extra safety
margin, thus we expect it to be on average more pessimistic
than the MSR, s+ identified by offline characterization (as
shown in Fig. 10). The voltage applied by xDVS (including
the safety margin) is on average 9.3mV and 8.2mV higher
that the one identified by offline characterization for the
Skylake and Haswell microarchitectures respectively.
Despite the safety margin, there are cases in which xDVS
successfully identifies application phases and adjusts the
supply voltage to lower values than those identified in the
offline characterization, without compromising system reli-
ability. Note in Fig. 10 that xXDVS identifies wider static and
dynamic (phase-dependent) voltage margins for the Sky-
lake family, which is compatible with the findings of the off-
line characterization presented in Fig. 3c.

The left side of Fig. 11 shows the dynamically applied
MSR,1.e when four benchmarks are scheduled for consecu-
tive execution on the same core of Skylake 2. Fig. 11 justifies
our decision to include mainly applications with few execu-
tion phases in the training set of our models (Section 4.3).
xDVS is able to capture the dynamic nature of the applica-
tions and adjust the CPU operating voltage accordingly.
More specifically, in the facesim case (an iterative application
that executes 3 separate kernels per iteration) the MSR, s

varies between 201mV and 233mV while the model captures
the phases of the application. A similar behavior is observed
for gromacs (Fig. 11 on the right), in which xDVS captures the
periodic phase changes and drives undervolting even more
aggressively than what static MSR, s, dictates. For brevity,
we do not include graphs of the remaining CPUs as they
present similar trends.

Fig. 12 shows the MSR,s.; timeline when the four
larger-scale applications are scheduled for execution on
each workstation. The graphs reveal relatively large intra-
family margin variations, as well as variations due to differ-
ent workload characteristics. Note that the xXDVS governor
is able to capture the different algorithms consecutively
used by the CPU miner application. Although the variation
between different predictions is small, as observed in the
offline characterization, the margin between correct execu-
tion and failure is small (less than 5mV). Therefore, even
minimal adjustments to the supply voltage can have an
noticeable impact on system reliability.

Note also the steep MSR,fs; drops when the OS sched-
ules a new application, owing to our xDVS governor to tran-
sition to the Back-Off state. Interestingly, when running the
Linux kernel compilation on the Haswell processors, the
governor transitions frequently to the Back-Off state. The
Haswell PCs are equipped with a slow Hard Drive Disk
(HDD). When compiling, the large source files of the kernel
and object files are read from and written to the HDD, result-
ing to the C0 residency of each core drop below 50 percent
(since most of the time cores wait for I/O operations). This
makes xDVS to transition to the Back-Off state. This effect is
not observed on the Skylake workstations, as they are
equipped with fast Solid State Drive (S5D).

Fig. 13 shows that the xDVS governor achieves 29.59 and
21.93 percent average CPU energy gains and can reach up to
42.68 percent and 34.37 percent for the Skylake and Haswell
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Fig. 13. Energy gains of xDVS when compared with Intel P-state governor for Skylake (left) and Haswell (right) CPUs.

processors respectively, compared with the Intel P-state gov-
ernor. Higher gains are — as expected — obtained when cores
of the CPU are highly utilized. For the energy consumption
monitoring we used Linux Perf tool.

Note that when xDVS is enabled, Intel’s Turbo Boost
technology is disabled and the operating frequency is
pinned to the CPU maximum nominal frequency. This pen-
alty, due to lower operating CPU frequency, translates to
application execution slowdown and is on average 8.73 and
5.59 percent for the Skylake and Haswell, respectively.
However, the actual performance overhead of the xDVS
governor itself is minimal. When the governor is active the
prediction requires only 160ns, while changing the new
MSR,fqer requires 155us. On average, the performance
overhead is equal to merely 0.04 percent of execution time
when xDVS operates at an 100ms interval. If the interval is
set to 10ms (lowest supported sampling interval of perfor-
mance counters through Perf API), the overhead remains at
0.04 percent for single core utilization, but increases up to
3.5 percent on average at full CPU utilization. Even in this
case, xDVS still provides significant energy gains compared
to the Intel P-State CPU governor.

7 SYSTEM RELIABILITY AND FAULT-TOLERANCE
MECHANISMS

Our methodology is designed to predict and apply subnomi-
nal CPU operating voltages when executing conventional
workloads on multi-core CPUs. Although we have not
observed any crashes and SDCs in our experiments, voltage
underscaling inevitably comes at the cost of increased proba-
bility of system failure compared to nominal CPU operation
(where malfunctions occur too, yet with lower probability).
In this section, we discuss the prospect of using hardware-
level mechanisms to increase the robustness of the system.
We also discuss a long-running campaign that was con-
ducted in order to confirm the robustness of xXDVS. Finally,
we investigate the combination of xDVS with a fault toler-
ance mechanism, such as checkpointing, in large-scale
deployment scenarios.

7.1 Hardware Mechanisms

Our methodology depends on the behavior of the current
workload during a sampling period, as this is quantified by
the monitored performance counters. Our experimental
evaluation demonstrates that, for typical workloads, the per-
formance counters can be successfully used as indicators to
reduce the CPU supply voltage. However, the sampling of
the performance counters and the supply voltage adjustment

can be as frequent as every 10ms, which is too coarse to cap-
ture events caused by specific workloads, namely voltage
droop viruses, that produce large voltage fluctuations and
expose the susceptibilities of the power delivery network of
microprocessors [22], [23], [24]. Typically, such workloads
consist of a periodic sequence of high activity and low activ-
ity instruction regions at a frequency equal to the resonance
frequency of the power delivery network (50 — 200MHz in
modern CPUs). This pattern simulates the invocation of high
CPU activity workloads immediately after a period of very
low activity, which causes large di/dt swings and large volt-
age droops.

The problem of voltage droop detection and mitigation in
modern CPU and GPUs is (and should be) addressed at the
hardware level with specialized circuitry [25], [26]. A high-
speed droop detection mechanism continuously monitors
the power grid causing a rapid charge shunt to the V, rail to
correct a voltage emergency within a few clock cycles. Ide-
ally, these mechanisms could also inform the software stack
when voltage emergencies are detected, acting as a trigger
towards more conservative undervolting. In general, stron-
ger error protection and error recovery mechanisms to correct
timing violations are very helpful as extra protection during
aggressive voltage scaling. Note also that voltage droop
viruses are difficult to generate and may be different across
not only different microarchitectures but also across different
CPU parts. Moreover, on top of a realistic software stack, the
background operating system activity (jitter) smooths out
large voltage swings caused by such viruses [27].

7.2 Robustness of xDVS

To assess the robustness of the proposed approach, we per-
formed a long experimental campaign on 16 identical Sky-
lake nodes. During this campaign, xDVS was enabled on all
nodes while executing randomly selected combinations of
applications from our full set of benchmarks.

The experiment was concluded after a total of 8832
device-hours, 552 hours (23 days) per system, without any
observed failures such as crashes, detected errors or silent
data corruptions (SDCs). The lack of errors during this long
period of continuous system operation is an indication of
the robustness of our approach. Also, we use this result to
analytically estimate the expected Mean Time Between Fail-
ures (MTBF), as discussed next.

7.3 xDVS and Checkpointing

Even when performed in an educated and careful manner,
CPU undervolting may affect the resilience of the CPU
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Fig. 14. Energy reduction of xDVS with checkpointing versus an ideal sys-
tem at nominal settings without failures and no checkpointing. The vertical
black line with the arrow denotes the MTBF,, that was analytically
derived using as input the duration of the error-free long running campaign

against errors. This makes the system more prone to failures
and necessitates the deployment of a fault tolerance mecha-
nism. In the following we investigate whether the proposed
approach remains attractive despite the performance and
energy overheads of such mechanisms. All the equations
used in our analysis are presented in detail in the
Appendix A, which can be found on the Computer Society
Digital Library at http://doi.ieeecomputersociety.org/
10.1109/TPDS.2020.3004383.

In our study, we pessimistically assume a naive coordi-
nated checkpointing scheme that is performed periodically.
More specifically, we use Equations (3) and (4) of the analysis
in [28] to estimate the optimal checkpointing period (7,,;) and
the performance overhead (WASTE) caused by checkpoint-
ing. A crucial factor in the estimation of 7, and WASTE is
the platform MTBF,, (by platform we mean a system of N
nodes that are used to execute a specific workload, assuming
that nodes exhibit independent failures). We calculate
(MTBF,,) based on Equation (5) of the analysis in [28]. More-
over, prior studies show that the MTBF of a single node
MTBF, 4 in large-scale facilities can be captured by a Weibull
distribution with decreasing hazard rate (shape parameter
k= 0.7) [28], [29], [30], [31]. Note that Weibull with decreased
hazard rate considers infant mortality phenomena, which is
consistent with our own observations during the characteriza-
tion phase that the selection of overly aggressive CPU under-
volting (below V},,;,,) leads to failures almost instantly.

As we did not observe any failures or SDCs during the
long-running experimental campaign discussed in Sec-
tion 7.2, we pessimistically assume that one of the 16
machines would experience a transient error right after the
end of our experimental campaign. Given this assumption,
we use Equation (6) and calculate MTBF,,,; = 1460 days.
Furthermore, given the limited number of nodes tested (16
machines), we apply the chi-squared distribution to estimate
the MTBF, .4 under a specific confidence level, based on
Equation (7) of the analysis in [32], [33]. Having not observed
any errors during the testing, we use a chi-squared distribu-
tion with 2 degrees of freedom (n = 0) [32], [33]. As a result,
MTBEF,q. for a confidence level of 90 percent is estimated to
MTBF(0.9),,,4. > 634.79 days. Note that it is common for
industry assessments to provide MTBF ata much lower con-
fidence level of 60 percent [34]. Fig. 14 illustrates the energy

benefits, for different MTBF,, values, to be expected at
reduced voltage margins with checkpointing versus an ideal
execution at nominal CPU settings where we assume that
nodes never fail and no checkpointing is performed at all (in
reality, nodes do fail and checkpointing schemes are neces-
sary even when the CPU operates at nominal settings). In this
case of a node failure (when operating at extended margins),
we assume a constant node downtime overhead (D) at 2
minutes and present results for two cases where the check-
pointing and recovery overhead (C' + R) is 20 and 80 minutes
respectively. Based on the MTBF(0.9),,,,. of our analysis, we
provide the lowest (most pessimistic) bound of the MTBF
for a system with 500 nodes. This bound is depicted in Fig. 14
as a black vertical line. Interestingly, operation at reduced
margins remains beneficial with energy gains at 15 percent
even for costly C'+ R overhead at 80 minutes (dark green
line). For lower C' + R overhead at 20 minutes (light green
line), energy gains reach up to 26 percent.

8 RELATED WORK

In contrast to our work, all previous efforts in predicting volt-
age margins using performance counters only report theoret-
ical energy gains, without deploying their model. They rely
only on theoretical results which, if not validated in real hard-
ware, could result in unreliable operation and even system
crashes. Moreover, they do not project the potential energy
gains, as this work does, in large scale deployments, for
which a fault tolerance mechanism — such as checkpointing —
is necessary. Our FSM based governor uses performance
counter values to reduce the voltage margin of the system at
run time on real hardware for unseen workloads which con-
sist of several different applications executing concurrently.
In particular in [9], [35] authors present an automated
system-level analysis on multi-core CPUs based on the
ARMvVS 64-bit architecture, when pushed to operate in
scaled voltage conditions. In particular in [9], due to the
manifestation of SDCs before system crashes, the authors
propose a severity function that can predict safe, SDC-free
undervolt levels for each core of the processor. Based on
this function and the corresponding core V},;, that resulted
from the offline characterization, they produce a linear
regression model that predicts the V},;, of a core for a sin-
gle-instance workload. Their model is trained and evaluated
using only single core executions. In contrast to their work,
we use multi-instance/threaded workloads and demon-
strate their importance, as multi-instance/threaded work-
loads usually result to more conservative V,,;,. Moreover,
[9] states that V/,,;, prediction is uncorrelated to performance
counters and in combination with limited dynamic varia-
tion of V,,,;, in ARMv8 a naive prediction of using average
values is sufficient. In a more recent paper [36], the same
authors present a comprehensive statistical analysis for the
same platform that improves on prediction on dynamic var-
iations. Note also that we identify margin deviations
between off-the-shelf, commercially available parts, and not
parts from extreme corner nodes (TTT, TFF and TSS in [9]).
In [37] the authors characterize the voltage margins of
two x86-64 microprocessors (Sandy-Bridge-E and Haswell)
for a subset of the SPEC CPU2006 benchmark suite. Similar
to [9], they do not consider the implications induced by
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multi-instance/threaded executions. We show that multi-
instance/threaded executions significantly limit the depic-
tion of the whole voltage margins spectrum. Also, in our
work we quantify the voltage margin deviations between
off-the-shelf parts that belong to the same CPU family and
eventually deploy a governor that exploits effectively the
voltage margins.

The heuristics presented in [10] and [38] that dynami-
cally reduce voltage margins while always preserving safe
operation, are based on the error correction ECC hardware
built on modern processors such as the server-class Intel Ita-
nium 9560. A key observation there is that as V;, is lowered,
ECC correctable errors appear before uncorrectable errors
(SDCs and CPU crashes). The rate of ECC correctable errors
is used as an indicator on how to adjust the V;; voltage. In
our work, errors reported by the ECC mechanism appear
very rarely, and they are always accompanied by immediate
CPU crashes. We do not rely on ECC, but rather predict a
safe supply voltage using a selected set of performance
counters as estimators. Eventually, the methodology we
propose is generic enough that can be applied to any pro-
cessor that provides the ability to manipulate the supply
voltage, by measuring performance counters.

Authors in [39] exploit the voltage margins of a server-
class 8-core Power7+ processor. In contrast to our work, this
approach utilizes specialized hardware mechanisms such as
critical path monitor sensors and digital phase locked loops,
to detect and exploit the margins. As the number of utilized
cores increases by the executing workload, the larger the IR
drops are across the chip. The power gains obtained by their
adaptive margin scheme begin to diminish as the executing
workload utilizes more CPU cores. On the contrary, the CPU
families under investigation in our work, exhibit the exact
opposite trend, where greater power improvements are
observed on multi-threaded/instance workloads. More
importantly, our xDVS governor is able to exploit voltage
margins regardless the CPU core utilization scheme.

A study of the voltage margins on several Kepler and
Fermi GPUs is presented in [40]. The authors first character-
ize the impact of the process, temperature and voltage varia-
tion on V,,, and then predict safe values of V., by
deploying a linear regression and a neural network model.
They show that high energy margins can be achieved by
shaving conservative guardbands in modern GPUs. Our
work targets CPU architectures which are significantly more
complex than GPUs. Moreover, typically CPUs - contrary to
GPUs - serve volatile workloads, with diverse characteristics,
consisting of mixed user and OS jobs. Our model is able to
provide accurate voltage margins predictions for workloads
which consist of a mixture of different benchmarks.

Based on microarchitectural events (such as branch mis-
predictions and cache misses) that flush and stall the CPU
pipeline and cause large voltage droops, the authors in [11]
propose a voltage emergency predictor that learns the sig-
natures of such voltage emergencies and triggers a CPU
throttling mechanism (e.g. increase voltage or decrease fre-
quency) to prevent their recurrence. This work is based on
CPU modeling on the Simplescalar simulator. In a subse-
quent paper, the authors measure run time voltage emer-
gencies on a Core 2 Duo processor and attribute them to
pipeline stalls and flushes [27]. Based on these experimental
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observations, they propose that a mechanism that uses
more aggressive margins and a recovery (check-point
based) scheme may be better than a fail-safe static margin.
Moreover, they propose a program scheduling mechanism
so that the combined voltage droop is canceled out as much
as possible. Unlike our work, the previous papers do not
resort to undervolting to reduce voltage margins but instead
they describe techniques and provide solid design guide-
lines that could be exploited by the supplementary mecha-
nism we describe in Section 7.

A number of proposed techniques present design
approaches at the circuit or micro-architectural level that
trade reliability for lower voltage, by attempting to reduce
voltage down to the point that produces maximum allow-
able errors without causing catastrophic failures [41]. Several
approaches propose methods which ensure correct opera-
tion of caches under undervolted conditions at the micro-
architectural level [42], [43], [44]. Architectural techniques
are presented to eliminate data corruption, and by extension
enable cache operation at scaled voltage settings. In our
work we are only interested on the behavior of the whole
CPU, and not of any specific component. The Razor proces-
sor is designed with builtin support for dynamic detection
and correction of timing failures of the critical paths [45].
EVAL is a framework for dynamic adaptation of supply volt-
age, processor frequency and body bias using a machine
learning algorithm [46]. Similar ideas include dynamic pipe-
line adaptation transferring the time slack of faster pipeline
stages to the slower ones (ReCycle) [47], and using variable
latency techniques to mitigate the impact of variations on the
register file and execution units in a microprocessor [48].

Furthermore, there are many approaches that employ
simulations and modeling techniques to provide design
guidelines for future hardware. Authors in [49] propose a
multi-core processor which can scale its resources and the
number of operating cores to lower than the total CPU cores
on chip to meet certain power constrains. Several
approaches [50], [51], [52] employ regression analysis to map
certain performance counters to micro-architectural events
and power-delivery estimation. [53] explores ECC protec-
tion mechanisms to enable low-power caches through a
detailed SRAM failure modeling. [54] introduces a workload
dependent technique to identify the paths excited by individ-
ual applications on ultra-low-power microprocessors and
reduce voltage to a level that meets timing of those paths
(instead of all paths).

9 CONCLUSION

This paper introduces xDVS, a voltage governor which
employs a prediction model of the V,,;, for Intel’s Skylake
and Haswell microarchitectures and is used to continuously
adjust the supply voltage and drive a multicore processor to
a more energy efficient, yet still safe zone of operation. The
model predicts V,,;, using the CPU performance monitoring
counters and is based on an offline V,,;, characterization
that revealed wide voltage margins, which vary across dif-
ferent microarchitectures, different chip parts of the same
microarchitecture, and across different workloads. In this
context, we show the importance of using a diverse set of

926
927
928
929
930
931
932
933
934
935
936
937
938
939
940
941
942
943
944
945
946
947
948
949
950
951
952
953
954
955
956
957
958
959
960
961
962
963
964
965
966
967
968
969
970
971

972

973
974
975
976
977
978
979
980
981
982
983



984
985
986

988
989
990
991
992
993
994
995
996
997
998
999
1000
1001
1002
1003
1004
1005
1006
1007
1008

1009

1010
1011
1012
1013
1014
1015
1016

1017

1018
1019
1020
1021
1022
1023
1024
1025
1026
1027
1028
1029
1030
1031
1032
1033
1034
1035
1036
1037
1038
1039
1040
1041
1042
1043
1044
1045
1046
1047

KOUTSOVASILIS ET AL.: DYNAMIC UNDERVOLTING TO IMPROVE ENERGY EFFICIENCY ON MULTICORE X86 CPUS 13

single- and multi-instance/threaded benchmarks for part
characterization.

The experimental evaluation of xDVS on real hard-
ware, executing a wide range of benchmarks and larger-
scale applications shows significant energy savings, up
to 42.68 and 34.37 percent over the standard Intel P-state
DVFS governor for parts of the Skylake and Haswell
families, respectively.

Our method enables significant power savings for a wide
range of conventional workloads, without requiring addi-
tional hardware support, or compromising system reliability.
However, hardware support for the detection and mitigation
of voltage emergencies is useful to safeguard against aggres-
sive (and potentially malicious) codes, such as voltage droop
viruses. Voltage emergencies should not be treated differently
from other emergencies (such as memory access bound viola-
tions, execution of illegal instructions, use of illegal operands
etc.) which can undermine the safe operation of a computing
system, and are traditionally expected to be identified by
hardware. In addition, we provide a risk assessment analysis
of CPUs operating at reduced voltage which estimates the
MTBF of Xeon E3 CPUs when xDVS is enabled. This analysis
indicates that our proposed methodology results to energy
gains even at larger scales, when checkpointing and recovery
is deployed.
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